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Introduction and Broader Impact Procedure

Microelectronics counterfeiting is:
» Water

¢ Estimated to cost the world semiconductor industry St|rrer
$7.5 billion annually. [1]
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%* Considered to threaten the US military through

infiltration into key electronics systems. % Ammonium Chloride (NH,CI)

*+ Ethylene Maleic Anhydride

**» Generally performed by sanding off the part numbers Copolymer (EMA)

of old electronics components and/or resurfacing the

parts prior to remarking with falsified information. “‘g'é(;mchlmic Acid (to adjust pH to
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The development of improved anti-counterfeiting * Encapsulant/Nanoparticle-solvent

technology for microelectronics will:
Mixture is stirred vigorously to create an

oll-in-water emulsion and allowed to react

¢ Result in more reliable consumer electronics. between 50-55° C for four hours. The
product is filtered in a coarse glass-fritted

filter and washed with DI water, ideally

O Aid : : leaving behind urea formaldehyde “shells” : _—
+* Aid in national security. loaded with the encapsulant and anything Figure 5. Test Bat

dissolved/dispersed in the encapsulant.
Objective HOt'PIate [2] 3] “* The upconverting nanoparticles are not soluble in
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Figure 2. Schematic Procedure Representation. DCPD, making the encapsulation of nanoparticles by

Create a simple and effective means to mark

) ) ) . ) Table I. Experimental Variables. the in situ urea formaldehyde encapsulation process
authentic microelectronics with upconverting difficult
ticle-loaded . | hich ) Test | Water Urea Formal- Resorc NH,CI EMA Encap- RPM Temp '
nanoparticie-ioaae microcapsuies Wwnic Wi Batch | (mL dehyde -inol sulant °C
. . Mm@ ey e 9 9 Gomy C) Future Work
break and stain the part upon sanding. o Th P , dehvd .
1 1 116 20 0083 0083 083 Touens SirBar N/A X e proce.ss of in situ urea formaldehyde mlc.ro-
& The stain will onl 9 infrared (NIR) encapsulation must be perfected or alternative
* the Stalhl Wi Only appeat Under hear intrare 2 41 116 20 0083 0.083 0.83 Toluene StrBar 50-55 encapsulation methods must be developed.
light, adding another layer of security.
- : 3 41 1.6 20 0.083 0.083 0.83 Oleic StrBar 50-55 . _ _
N'E?c'd Chip E;'d shulzip Acid < Microencapsulated upconverting nanoparticles must
o Tamperin ande - . . . .
{ pering) { ) 4 g3+ 116 20 0.083 0.083 041 Oc';‘i’le 750 950-55 be applied to real microelectronics and their
5 | 11 116 20 0083 0083 041 DCPD 500 50-55 effectiveness characterized.
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